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About two-step authentication 
What you need to know 
Cybercriminals are increasingly using phishing emails and other scams to try and get users’ login 

credentials and gain access to sensitive data in Xero. 

Two-step authentication (2SA) provides an extra level of security and is one of the best steps you can 

take to keep your Xero account safe. Protecting yourself with 2SA makes it much harder for someone 

else to impersonate you and gain access to your Xero account. 

How it works 

After entering your email and password, you generate a code using an app on your phone, tablet or 

computer, then enter the code in Xero. 

• The app generates a new code every 30 seconds, so the code is different each time you log in. 

• No one else can log into your account, as you're the only one who knows your email and 

password and has access to your authentication device. 

• If you access more than one organization under the same login, you only need to set 2SA up 

once, as it applies to any device or browser you use to access Xero. 

• If you access different organizations using different logins, set up separate 2SA accounts for 

each login, using the same app. 

• If you use the same computer and browser each time you log into Xero, you can choose to enter 

the code once every 30 days instead of every time you log in. 

The authenticator app 

What app to use 
If you already use an authenticator app, add another account to it for your Xero login. 

If you don't have one already, there are some industry-standard ones we recommend. Alternatively, 

search for 'authenticator' in your device's app store. The apps are free, and there are a few options you 

can choose from. 

SVdP recommends the Google Authenticator app. 

https://central.xero.com/s/article/Keep-your-Xero-account-safe
https://central.xero.com/s/article/Set-up-or-disable-two-step-authentication?userregion=true


 

For increased security, we recommend downloading the app to a different device than the one you use 

to access Xero. 

How it works 

Although you use a third-party app to generate the codes, the app doesn't connect to your Xero 

organization and there's no transfer of data between them. 

• The app automatically generates new codes, and doesn’t need a network connection or mobile 

signal to do this. 

• Xero generates the same codes, so when you enter the code from your app, it matches Xero, 

verifying it's you logging in. Both codes are generated using the same secret key that's unique to 

you. No two Xero organizations generate the same code. 

• When you set up 2SA, enter the key into your app by scanning a barcode or entering it manually. 

If you need to re-generate a code, you need to disable 2SA, then set it up again. 

The codes are time-based, so make sure the time on your authenticator device is in sync with Xero. Let 

your network provider set the time automatically on your device to prevent getting an out-of-sync or 

invalid code error. 

Recovery options 
If you don't have access to your authentication device for any reason, you can log in using one of two 

recovery methods: 

• Answer some questions about yourself 

• Send a one-time authentication code to an alternative email address 

It’s mandatory to set up recovery questions, but you can select the questions to answer. You can choose 

the alternative email address the code is sent to, but this is optional. The alternative email address can’t 

be the same as your login email address. 

https://central.xero.com/s/article/Manage-two-step-authentication?userregion=true
https://central.xero.com/s/article/Manage-two-step-authentication
https://central.xero.com/s/article/Manage-two-step-authentication


 

Set up two-step authentication 

Install an authenticator app 

To set up the authenticator app: 

1. Download and install an authenticator app from your device’s app store. 

2. Follow the installation instructions provided for your device to add an account. 

You might also need to install a barcode scanner app, so you can scan the QR code in Xero. 

Set up 2SA 

2SA is set up using the web version of Xero. Once it’s set up, you can also use it to log in to Xero's mobile 

apps. 

1. If you haven't already done so, install an authenticator app. 

2. Log into Xero. 

3. Click your initials or profile image, then select Account. 

4.  

5. Next to Two-step authentication, click Enable.  A QR Code will pop up. 

6. In your authenticator app, add a new account. For Google Authenticator, click the plus icon then 

Scan a QR code. 

7. Scan the barcode showing in Xero into your authenticator app then click Continue 

8. Alternatively, click Enter key, then enter the Account Name and Key showing in Xero into your 

authenticator app and turn on Time-based in the app. 

9. Enter the authentication code provided by your authenticator app into Xero, then click 

Continue. 

10. Select your three security questions and enter the answers. Your answers should contain only 

letters or numbers, not any symbols or special characters. Click Continue. 

11. (Optional) Add an email address as an alternative recovery method, then click Continue. Enter 

the six letter code sent to the email, then click Confirm email. If you don't want to enter an 

alternative email address, click Not now. 



12. Click Finish. 

You're now set up to use two-step authentication next time you log into Xero. 

Add an alternative email address 

If you didn't add an alternative email address when you set up 2SA, add one when you next log in. The 

email address must be different from the one you use as your Xero login. 

1. Go to the Xero login page, enter your email address and password, then click Login. 

2. Click Use another authentication method. 

3. In the Alternative email address box, click Set up. 

4. Enter the code on your authentication app or answer your security questions, then click 

Authenticate. Enter the email address you want to use. 

5. Click Send code. 

6. Enter the six-digit code sent to the alternative email address, then click Confirm Email. 

7. Click Finish. 

 

How to log in 
1. To log in to Xero, go to https://login.xero.com/identity/user/login. 

2. To log in to Xero Central, click Login at the top of any Xero Central page. 

3. Enter your email address and password. 

4. Click Log in. 

If you’ve set up 2SA, you also need to: 

5. Open the authenticator app on your phone. 

6. Copy the six-digit code provided by the app in to Xero.  The code will reset after 30 seconds so 

make sure that you enter the code and select Confirm before the code switches. 

7. (Optional) Select the Remember me for 30 days checkbox to identify your computer as trusted. 

8. Click Log in. 

If you have any problems logging in using 2SA, look at our troubleshooting tips. 

 

 

http://login.xero.com/
https://login.xero.com/identity/user/login
https://central.xero.com/s/article/Troubleshooting-for-two-step-authentication?userregion=true

	About two-step authentication
	What you need to know
	How it works

	The authenticator app
	What app to use
	How it works

	Recovery options
	Set up two-step authentication
	Install an authenticator app
	Set up 2SA
	Add an alternative email address
	How to log in


